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                                                           ABSTRAK 
 
Aplikasi ini diberi nama sebagai “Android based Smart Security System using IoT and 
Firebase” dimana ianya menggunakan konsep anti-pencuri melalui peranti mudah dan 
senang untuk didapatkan. Aplikasi ini bertindak sebagai penggera kepada pelanggan 
melalui penghantaran mesej dalam telefon pintar berkenaan pencerobohan. Aplikasi 
ini berfungsi dengan mudah kerana alatan yang senang didapati dan penyelarasan yang 
ringkas. Aplikasi ini amat untuk agar menyedarkan para pelanggan tentang 
kepentingan menjaga keselamatan rumah disamping dapat menjaga diri sendiri, harta 
benda dan juga ahli keluarga. Terdapat beberapa pernyataan masalah yang berkaitan 
dengan keperluan pelanggan. Pelanggan kurang kesedaran perlindungan peceroboh 
kerana ia adalah salah satu jenayah rumah yang paling kerap berlaku pada masa kini 
sekaligus peranti ini akan membantu pelanggan untuk mengukuh keselamatan untuk 
diri sendiri. Pelanggan akan menghadapi banyak kerugian harta berharga kerana tidak 
mempunyai mana-mana peranti keselamatan di dalam rumah/tempat kerja atau tempat 
lain. Kebanyakan pelanggan adalah daripada golongan orang yang sangat sibuk 
dengan perbezaan latar-belakang bekerja, mereka tidak mempunyai masa untuk 
memantau harta benda mereka di rumah kerana waktu sibuk kerja mereka. Objektif 
7ystem ini adalah untuk merekabentuk 7ystem pemantauan inovasi menggunakan 
sensor ESP8266 Nodemcu dan Ultrasonik. Selain itu, 7ystem ini juga merancang 
7ystem hantar mesej dalam telefon pintar menggunakan komunikasi API, Bahasa 
python, dan Bahasa Node.js. Metodologi yang telah dipilih adalah waterfall modal. 
Keseluruhan, sistem ini berjaya mengesan pergerakan manusia, menghantar isyarat ke 
firebase dengan menggunakan modul Wi-Fi (Nodemcu), dari firebase menghantar 
mesej melalui komunikasi API kepada pengguna android dan akhirnya membangun 
peranti pemantauan inovasi. Selepas pengguna mendapat pemberitahuan, pengguna 












This application is named as “Android based Smart Security System using IoT and 
Firebase” where it is an anti-burglar concept implementation by using an innovation 
device with less cost and easy to get. It acts by notifying the users as the device sends 
push up notifications to the user if any motion detected at the target location. This will 
aware the user how important is smart security for their life, property and family 
member. There are several problem statements related to customer requirements. Users 
are lack of awareness of thief protection as it is one of most frequent crimes nowadays 
thus this device will assist user to have security for themselves. Users will face many 
losses of his/her valuable properties due to not implementing any security device inside 
the home, workplace or other place. Finally, most of the users are very busy people 
with different working background and they do not have any time to monitor their self-
belonging due to its busy working hours. The objectives for this system are to design 
an innovation monitoring system using ESP8266 Nodemcu and Ultrasonic sensor. 
Moreover, this system is also designing a push up notification system using an API 
communication, python language and Node.js language. The methodology that has 
been chosen is waterfall model. As a result, this system is successfully detect the 
human movement, send a signal to the firebase using Wi-Fi module (Nodemcu), from 
firebase send a push up notification via API communication to user android and lastly 
develop an innovation monitoring device. After user gets the notification, user can take 
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             In this modern science century, there have million kinds of technologies 
running around the world. Apart of that technology, there were few systems monitor 
people either for their safety, attendance or physical monitoring. There are also has 
many different types of security systems that have been developed to monitor people 
activities. Besides of that, these systems are demanding more accuracy, speed and low 
cost. Especially, the sensors in the system are demanded more performance and lower 
cost. As an example, motion detection, automation control, remote access system, 
alarm system and so on.  
             According to the HR Grapevine Magazine (Garbutt, 2018.), they mentioned 
about how a company in Western Australia is planning to use drones to monitor 
employee activity. Not only at Western Australia but many other countries think 
differently to monitor people activities. Even at Malaysia, they use CCTV service to 
monitor people activities. In marketing there have many intelligent components and 
devices. Such as automatic detection, face detection, voice recognition and so many. 
This project is focusing on developing a new security system with innovative idea 
which working on the above-mentioned purpose, in the title of “Android based Smart 
Security System Using Internet of Things (IoT) and Firebase”. 
             In Malaysia, many security companies develop various kinds of security 
system. Some examples of security companies in Malaysia are ADT Company, Saxco 
company, Bluguard Company, Belco Company, Saferity Company and many more. 
All these companies are expert and have many years’ experience in security field. To 
 control the unwanted activities by people, they invented many kinds of device or 
system to monitor them. The examples of security system invented by the security 
companies in Malaysia are alarm system with automation control, security control, 
remote access from anywhere and anytime, live and recorded video monitoring, 
wireless system monitoring, CCTV monitoring, motion sensor and so on.  
             Based on above mentioned, this project does not only monitor human 
detection at home, but it also monitoring all over the place such as office, school, 
hospital and other places where can monitor human movement. The specialty of this 
project is people are not able to realize that they are being monitored by a system. 
Usually, if there is any CCTV service, user will not involve any offense activity that 
can make them in trouble. It is good if people are not involving any offense or 
unwanted activities but, in some cases, we need the exact suspicious person who are 
involved. For example, if any person wants to pass any restricted area, this project will 
detect the movement and send an alert message to user without known by the user.  
             This project called HRSmartSec which is considered as a smart security 
system that can monitor and detect human movement without their knowledge. It 
consists of a software and a hardware. This system using few electronic components 
to design the hardware which can be communicate each other to inform to the user if 
there is any motion detected. ESP8266 nodemcu and Ultrasonic sensor are the 
electronic components that use to design the hardware. The hardware is easy to carry, 
easy to hang and can be kept anywhere user like. The appearance of the hardware is 
designed in innovative way and it uses limited resource of electric. The mini 
requirement to activate the device is user need to have internet connection to connect 
the device to receive notification. 
             To be more realistic, in Figure 1.1 there have a sample picture of a house 
layout and the suitable locations to keep the device to detect the human movement. 
The location of the device in Figure 1.1 are pointed by arrows. This project does not 
only work for housing area, but it can also function in any place that need to monitor 
human movement. However, this device cannot be placed on public area. It is suitable 
to work at restricted areas or any places where people should not enter to the target 
location. This is just an example of the layout for this project. User can keep the 
HRSmartSec anywhere in their place either hanging on wall, keep on table or 
 anywhere. The physical appearance of the device is a modern light. The reason of the 
appearance is to avoid being identified by trespasser that a device is monitoring them.  
 
Figure 1.1: The sample house layout and position of the device in the house 
 
1.2 PROBLEM STATEMENTS  
              There are several problems that arise when security of property is release. The 
first problem is users are lack of awareness of thief protection as it is one of most 
favourable home crimes nowadays. Thus, this device will assist as security for 
themselves and inform to user if any motion detected. So, this will increase the level 
of secure for them and may reduce the number of cases for intruders.  
              User will face many losses of his/her valuable properties due to not 
implementing any security device inside the home/workplace or other place. This is 
because there is no security protection that worked well when user not around the 
place. Moreover, the price of the security device is also one of the reasons that user 
cannot fulfil the security system. 
              Most of the clients are very busy people with difference working background, 
they do not have any time to monitor their self-belonging due to its busy working 
hours. So, by having this device, user can get notification alerts from devices and some 
evidence about the intruders. 
              To overcome all the issues, this project proposes HRSmartSec, an Android 
based smart security system using IoT and Firebase which will be designed as an 
innovation monitoring security system with low cost and low maintenance. It will be 
more secure to monitor human movement without their knowledge and easy to set up 
it. 
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